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 Abstract: Timely data analysis on a wide variety and a large volume of data unveil valuable information or 

new insights. The analysis results could be used to innovate new avenues in health care service, business 

and e-service, etc. However, releasing, storing and reusing sensitive data to third parties results in 

breaching the data privacy of the individual. To combat privacy breach invasion, privacy-preserving 

techniques such as suppression, generalization and encryption-based privacy models have been proposed in 

the literature. The widely used privacy preservation model k-anonymity model prevents record-linkage 

invasions but fails to satisfy monotonicity property. It has more data distortion and fails to defend 

semantic-similarity, closeness, nearest-neighborhood data privacy breaches. Moreover, existing approaches 

are not scalable for the large-scale data set. The paper proposes a semantic similarity two-phase cluster 

based privacy preservation model. The proposed model considers both numerical and categorical attribute 

values for data anonymization. Two-phase clustering contains two phases. In the first phase, the t-centroid 

clustering algorithm is designed and used to partition a set of transaction records of data set D into a set of 

t-centroids based on the Euclidean distance between transaction records. In the second phase, the 

neighborhood-aware hierarchical clustering algorithm is designed. It is used to split a set of transaction 

records within clusters based on neighborhood aware attribute values. Two-phase clustering operations are 

carried out in parallel and scalable for Big Data sets. The proposed privacy model relies on cell 

generalization to combat records linkage and semantic-similarity, closeness, nearest-neighborhood privacy 

breach invasion. All experiments are carried out on two different datasets: Income-Census (KDD) and 

Bank Credit Card dataset. The experimental results demonstrate that the proposed privacy model can 

combat privacy breach invasion with cell generalization principles. The proposed privacy model is scalable 

and time efficient for large-scale data sets. 
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Introduction 

The rapid technological development in information, 

communication and proliferation of mobile devices 

enabled millions of users to use social networks, sensors 

surveillance systems, IoT-enabled healthcare 

applications, e-Learning and e-Commerce applications 

for various purposes (Lv et al., 2017; Ang et al., 2020 and 

Zheng et al., 2020). All these applications are a source 

of data deluge in different formats (i.e., text, audio, 

video, image, etc.) (Tsui et al., 2019 and D’Alconzo et 

al., 2019). The data with different formats are generated 

at a higher speed and it is referred to as Big Data. Big Data 

is characterized by volume, velocity, variety and 

traditional methods are not appropriate to handle data that 

explode at an exponential rate (Manyika et al., 2011). 

Moreover, the data generated from different sources could 

be unstructured, semi-structured, or structured and make 

it difficult to process, store and maintain privacy 

(L’heureux et al., 2017). The systematic and time-bound 

analysis of Big Data gives actionable and profitable 

insights; these insights could be more useful in enhancing 
 

. 
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business, defining new strategies, take profitable 

management decisions (Liang et al., 2018). The research 

challenges and issues in the systemic analysis of Big Data 

have attracted research and the scientific community. In 

recent years, Big Data analytics in the cloud environment 

privacy preservation has been a hot research topic. 

Despite the difficulty in storing and processing Big Data, 

Big Data could be effectively utilized to understand the 

trends of users on social networks, trends in business, 

proliferate new research solutions to these complex 

problems. With the great potential of Big Data, it is easy to 

gather store user personal information. However, 

commercial social network platforms have started sharing 

user personal information with the purpose of profit. The 

reuse/misuse of User personal information by social network 

platforms is a violation of personal data privacy and a breach 

of data integrity. For example, most common social network 

platforms such as Amazon, Flipkart, e-bay perform analytics 

on user data to extract user shopping frequency, pattern, 

priorities, likes and dislikes. Social media like Facebook do 

extensive analytics on user habits, social status, social 

relationships, list out family members, friends, colleagues 

and store user personal data. YouTube suggests the videos to 

the user based on the user search track on the browser. Under 

various circumstances, social network platforms breach the 

user’s privacy (Liu Zhang, 2020; Mehmood et al., 2016; 

Zhou et al., 2019; and Bhaskar and Shylaja, 2021): 

 

 To find the user preferences over product or services, 

business companies retrieve user personal 

information from social networks platforms 

 Secretive personal information is stored in a public 

database and new inference from the public database 

may reveal confidential information of the user to others 

 Storing and processing of user personal information 

in an unprofessionally and unsecured manner may 

result in the disclosure of the user’s data privacy 

 
To preserve the privacy of user data, extensive 

research work has been going in recent years. A well- 

known and widely accepted approach has been presented 

to protect Big Data privacy or hide private personal 

information, while some agglomerated data are open for 

data analysis purposes. The existing privacy models are 

either not scalable or inefficient due to velocity, volume 

and variety of data (Li et al., 2009; Aggarwal et al., 2010; 

Fung et al., 2010). Moreover, privacy models introduce 

noise and falsify data to protect the privacy of data. The 

existing privacy models cannot withstand record-linkage, 

sensitive attribute attacks, data distortion and are unable 

to maintain monotonicity properties. Therefore, designing 

a privacy model that preserves privacy with low distortion 

and combat sensitivity attribute and linkage attribute 

attack is a challenging and open research problem for 

largescale datasets. This study proposes a privacy 

protection model that combat privacy breach attacks, data 

distortion and satisfying monotonicity property. The 

paper proposes a two phase cluster-based privacy model 

that minimizes both data distortion and privacy breach 

attacks; the paper considers both numerical and 

categorical attribute values for data anonymization. Two- 

phase clustering contains two phases; in the first phase, t- 

centroid clustering algorithm is designed and used to 

partition a set of transaction records of data set D into a set of 

t-centroids based on Euclidean distance (i.e., the similarity 

between quasi-identifiers of transaction records) Between 

two transactions records. In the second phase, neighborhood 

aware hierarchical clustering algorithm is designed and used 

to split a set of transaction records within clusters based on 

neighborhood-aware attributes values (i.e., the similarity 

between categorical and sensitive attribute values). Two- 

phase clustering operations are executed in parallel and are 

scalable for Big data set. 

 

Conclusion 

This study proposes a Semantic-aware Cluster-based 

Privacy Model (S-CPM) that adopts cell generalization for 

anonymization and to thwart data privacy breach invasion 

with cell generalization, the proposed privacy model can 

combat privacy breach invasion, scalable and time-

efficient. The proposed model includes multiple 

numerical, categorical sensitive attributes. This study 

proposes a scalable two-phase cluster based privacy 

model to protect privacy breach invasion with cell 

generalization. The two-phase clustering combines the 

benefits of the point-assignment and hierarchical 

clustering approach. In the first phase, this study leverages 

the point assignments technique to split the dataset and 

nearest neighbor, or closest records are grouped to form a 
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cluster. In the second phase, quasi-identifiers attribute 

similarity and semantic-similarity of sensitive values of 

transaction records are considered to merge clusters. A 

Series of experiments are conducted to investigate the 

efficiency and scalability of the proposed approach. 

The data set size is large enough to assess the 

effectiveness of the proposed model. Approximately the 

size of the cluster is 1000 for different sizes of the 

dataset. The values of k-anonymity parameter (i.e., k = 

10), weight of semantic similarity (i.e., wC = 0.5, wN = 

0.5), stopping condition (i.e., θ = 5, τ = 0.001) and ten 

computation nodes make a model to combat privacy 

breach invasion with cell generalization principles. The 

proposed privacy model is scalable and time efficient 

for large-scale data set. Future research explores the 

adoption of proposed research work for data 

anonymization through a bottom-up approach. Future 

plans to investigate scalable and robust data 

anonymity privacy solutions against adversaries’ 

privacy breach attacks. 
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